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The Birth of Fuzzing
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The Birth of Fuzzing
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I Want to Fuzz a Compiler!
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^[¹¨¥:õ;ãC<88>Random Source

(or other complex program) Doesn’t look 
like JavaScript!

[Immediate exit.]

Logo CC-by-SA 4.0: https://en.wikipedia.org/wiki/File:Closure_logo.svg
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Generator-Based Fuzzing

RLCheck @ ICSE 2020 16

InputRandom Source

Logo CC-by-SA 4.0: https://en.wikipedia.org/wiki/File:Closure_logo.svg
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Generator-Based Fuzzing
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Input Generator Input

Logo CC-by-SA 4.0: https://en.wikipedia.org/wiki/File:Closure_logo.svg
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Generator-Based Fuzzing
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x + 4Input Generator

Logo CC-by-SA 4.0: https://en.wikipedia.org/wiki/File:Closure_logo.svg
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Generator-Based Fuzzing
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doc.get()Input Generator

Logo CC-by-SA 4.0: https://en.wikipedia.org/wiki/File:Closure_logo.svg
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Generator-Based Fuzzing
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var l_0Input Generator

Logo CC-by-SA 4.0: https://en.wikipedia.org/wiki/File:Closure_logo.svg
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Generator-Based Fuzzing
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if (a > b) {}Input Generator

Hmm, looks 
like JavaScript… 

[Does stuff.]

Logo CC-by-SA 4.0: https://en.wikipedia.org/wiki/File:Closure_logo.svg
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In-Depth Example
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For ease of explanation, let’s 
consider a simple program
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Binary Tree Example
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Binary Tree Example: Generatori
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def genBinaryTree(depth = 0):
value = random.choice([0, 1, …, 10])
node = BinaryTree(value);

if (depth < MAX_DEPTH) and random.bool():
node.left = genBinaryTree(depth + 1)

if (depth < MAX_DEPTH) and random.bool():
node.right = genBinaryTree(depth + 1)

return node
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Binary Tree Example: Test Programi
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@given(tree = genBinaryTree, to_add = genInt)
def test_insert(tree, to_add):

assume(is_BST(tree))
BST_insert(tree, to_add)
assert(is_BST(tree))
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@given(tree = genBinaryTree, to_add = genInt)
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@given(tree = genBinaryTree, to_add = genInt)
def test_insert(tree, to_add):

assume(is_BST(tree))
BST_insert(tree, to_add)
assert(is_BST(tree))

Returns if tree is not BST

I.e., rejection sampling
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@given(tree = genBinaryTree, to_add = genInt)
def test_insert(tree, to_add):

assume(is_BST(tree))
BST_insert(tree, to_add)
assert(is_BST(tree))

Returns if tree is not BST

I.e., rejection sampling

How many rejections?
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is_bst(node) = node.value > node.left.value & is_bst(node.left) & ...
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def genBinaryTree(depth = 0):
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2

?

is_bst(node) = node.value > node.left.value & is_bst(node.left) & ...

The Fundamental Tradeoff

Time spent 
tuning generator

Effectiveness of 
fuzz testing
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RLCheck: High-Level Idea

Valid? 
Unique?

GeneratorGuidance
Input



Recall: Generating A Binary Search Tree
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def genBinaryTree(depth = 0):
value = random.choice([0, 1, …, 10])
node = BinaryTree(value);

if (depth < MAX_DEPTH) and random.bool():
node.left = genBinaryTree(depth + 1)

if (depth < MAX_DEPTH) and random.bool():
node.right = genBinaryTree(depth + 1)

return node

2

?
Can we make the generator 
choose from these? Without 

modifying the code?
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What value to return to 
maximize the chance of 
generating a valid input?
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What value to return to 
maximize the chance of 
generating a valid input?

Depends on context
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2
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RLCheck: Make Best Choices Given Context
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def genBinaryTree(depth = 0):
value = random.choice([0, 1, …, 10] )
node = BinaryTree(value);

if (depth < MAX_DEPTH) and random.bool( ):
node.left = genBinaryTree(depth + 1)

if (depth < MAX_DEPTH) and random.bool( ):
node.right = genBinaryTree(depth + 1)

return node



RLCheck: Make Best Choices Given Context
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def genBinaryTree(depth = 0):
value = guide.choice([0, 1, …, 10], context)
node = BinaryTree(value);

if (depth < MAX_DEPTH) and guide.bool(context):
node.left = genBinaryTree(depth + 1)

if (depth < MAX_DEPTH) and guide.bool(context):
node.right = genBinaryTree(depth + 1)

return node



RLCheck Idea: RL Agent at Each Choice Point
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def genBinaryTree(depth = 0):
value = guide.choice([0, 1, …, 10], context)
node = BinaryTree(value);

if (depth < MAX_DEPTH) and guide.bool(context):
node.left = genBinaryTree(depth + 1)

if (depth < MAX_DEPTH) and guide.bool(context):
node.right = genBinaryTree(depth + 1)

return node
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RLCheck

Valid?
Unique?

Generator

high reward
if

unique + valid

Table-based 
Q-learning

No need to 
instrument!
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Quickly Generating Diverse Valid Test Inputs with Reinforcement 
Learning. Reddy, Lemieux, Padhye, and Sen. 

Preprint: https://www.carolemieux.com/rlcheck_preprint.pdf

Code: https://github.com/sameerreddy13/rlcheck
Artifact: docker pull carolemieux/rlcheck-artifact

https://github.com/sameerreddy13/rlcheck

