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Performance problems arise unexpectedly

when programs are run on pathological inputs.

Profiling tools help devs diagnose the problem

...if they have a pathological input to start with!

Program

seed input(s)

pathological inputsPerfFuzz

PerfFuzz generates pathological inputs using 
feedback-directed mutational fuzzing.

input corpus
for word in words

while entry != None

if entry.word == word

entry = entry.next entry.count += 1
break

id = hash(word)
entry = table[id]

table[id] = new entry(word=word, 
count=1, next=table[id]) 

T

T

F

F

B

C D

Edge Max # Hits Maximizing Input
A 6 the quick brown t e dog

B 1 the quick brown the dog

D 1 the quick brown the dog

Edge # Hits
A 3
B 2
C 1
D 1

Current Input
the quick_brown the dog

program 
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Detailed architecture.
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Edge # Hits
A 7
B 21
C 21
D 0

PerfFuzz maximizes control-flow-graph edge hits:
a less noisy signal for pathological behavior.
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PerfFuzz worst case?

Macro-Benchmarks

Micro-Benchmarks

Path length: 49

Hot spot: 49

parser error : Double hyphen within comment: <!--3
<a>>>>0>>>#>G<!--3---6-----------------------------4--------------

^
parser error : Double hyphen within comment: <!--3---6
<a>>>>0>>>#>G<!--3---6-----------------------------4--------------

^
parser error : Double hyphen within comment: <!--3---6--
<a>>>>0>>>#>G<!--3---6-----------------------------4--------------

^
parser error : Double hyphen within comment: <!--3---6----
<a>>>>0>>>#>G<!--3---6-----------------------------4--------------

^
parser error : Double hyphen within comment: <!--3---6------
<a>>>>0>>>#>G<!--3---6-----------------------------4--------------

^
parser error : Double hyphen within comment: <!--3---6--------
<a>>>>0>>>#>G<!--3---6-----------------------------4--------------

^
parser error : Double hyphen within comment: <!--3---6----------
<a>>>>0>>>#>G<!--3---6-----------------------------4--------------

^
parser error : Double hyphen within comment: <!--3---6------------
<a>>>>0>>>#>G<!--3---6-----------------------------4--------------

^ quadratic complexity

PerfFuzz worst case?
A loop in xml strncpy…


