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https://www.carolemieux.com/teaching/CPSC539L_2022w1.html


So far…

We’ve talked about “random” or “blackbox” fuzz testing
• Recall: “blackbox” refers to the fact that we only observe the external 

reactions of the program under test (black-box == opaque-box)

We have read the paper originating the term “fuzz” testing (1990)

But… fuzz testing did not become a big research area in 1990. Why?
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Costs: 
•>$500 million
• 30,000 X.509 certificates compromised
• 4.5 million patient records compromised
• CRA website shutdown, 900 SINs leaked
•…

Heartbleed
Severity: 7.5 HIGH
Introduced: 14 Mar 2012
Discovered: 1 Apr 2014
Fixed: 7 Apr 2014

“... can be used to reveal up 
to 64k of memory to a connected 

client or server ...”

CVE-2016-6309
Severity: 9.8 CRITICAL
Introduced: 22 Sep 2016
Discovered: 23 Sep 2016
Fixed: 26 Sep 2016

2022-09-14

“... likely to result in a 
crash, however it could 

potentially lead to execution 
of arbitrary code ...”
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?by honggfuzz
(modern coverage-guided fuzzer)

Costs: 
•minimal

Recall: Bugs in OpenSSL



What really popularized fuzz testing?

For researchers: For practitioners:

builds on top of
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Is there a seminal paper of coverage-guided 
fuzz testing?
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No.



No.

Is there a seminal paper of coverage-guided 
fuzz testing?
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No.

Is there a seminal paper of coverage-guided 
fuzz testing?
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Is there a seminal paper of coverage-guided 
fuzz testing?
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Schedule for Today

• Improving upon pure random fuzzing
• Coverage-guided fuzzing
• a.k.a. greybox fuzzing, a.k.a. coverage-based greybox fuzzing

• Relation to Evolutionary Algorithms
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Schedule for Today

• Improving upon pure random fuzzing
• Coverage-guided fuzzing
• a.k.a. greybox fuzzing, a.k.a. coverage-based greybox fuzzing

• Relation to Evolutionary Algorithms
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What if inputs are too random?
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^\®´bÖ«4^A·ÞRandom Source
$ bc
Segmentation Fault
$



What if inputs are too random?
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^\®´bÖ«4^A·ÞRandom Source XML Parser



What if inputs are too random?
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^\®´bÖ«4^A·ÞRandom Source XML Parser

Hmmm… that 
looks wrong



How to have less random inputs?
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Write a specification, generate inputs based on that specification
- Generator-based fuzzing
- Property-based testing
- Grammar-based fuzzing
- …

Start from existing inputs and alter them slightly
- mutational fuzzing



How to have less random inputs?
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Write a specification, generate inputs based on that specification
- Generator-based fuzzing
- Property-based testing
- Grammar-based fuzzing
- …

Start from existing inputs and alter them slightly
- mutational fuzzing



Random Fuzzing
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Source of 
Randomness Input



Generator-Based Fuzzing
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Input Generator Input



Generator-Based Fuzzing
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Input Generator Input
$ xmllint



Generator-Based Fuzzing
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def genXML(random):
tag = random.choice(tags)
node = XMLElement(tag)
num_child = random.nextInt(0, MAX_CHILDREN)
for i in range(0, num_child):

node.addChild(genXML(random))
if random.nextBoolean():

node.addText(random.nextString())
return node

$ xmllint



Generator-Based Fuzzing
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<a>bb</a>

def genXML(random):
tag = random.choice(tags)
node = XMLElement(tag)
num_child = random.nextInt(0, MAX_CHILDREN)
for i in range(0, num_child):

node.addChild(genXML(random))
if random.nextBoolean():

node.addText(random.nextString())
return node

$ xmllint



Generator-Based Fuzzing
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<go>x</go>

def genXML(random):
tag = random.choice(tags)
node = XMLElement(tag)
num_child = random.nextInt(0, MAX_CHILDREN)
for i in range(0, num_child):

node.addChild(genXML(random))
if random.nextBoolean():

node.addText(random.nextString())
return node

$ xmllint



Generator-Based Fuzzing
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<a><b></b></a>

def genXML(random):
tag = random.choice(tags)
node = XMLElement(tag)
num_child = random.nextInt(0, MAX_CHILDREN)
for i in range(0, num_child):

node.addChild(genXML(random))
if random.nextBoolean():

node.addText(random.nextString())
return node

$ xmllint



Generator-Based Fuzzing
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<bar>f</bar>

def genXML(random):
tag = random.choice(tags)
node = XMLElement(tag)
num_child = random.nextInt(0, MAX_CHILDREN)
for i in range(0, num_child):

node.addChild(genXML(random))
if random.nextBoolean():

node.addText(random.nextString())
return node

$ xmllint



Generator-Based Fuzzing
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<go><b></b><x>s
pm</x></go>

def genXML(random):
tag = random.choice(tags)
node = XMLElement(tag)
num_child = random.nextInt(0, MAX_CHILDREN)
for i in range(0, num_child):

node.addChild(genXML(random))
if random.nextBoolean():

node.addText(random.nextString())
return node

$ xmllint



Generator-Based Fuzzing
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Input Generator Input
written by developer 
conducting testing

(or reuse a suitable one)



Property-Based Testing?
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Input Generator Input



Property-Based Testing
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Input Generator Input P(Input) à Q(Input)

Make pre-conditions/post-conditions explicit in program under test 



Pre + Post Conditions
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Pre + Post Conditions

2022-09-14 Caroline Lemieux: CPSC 539L 29

P(key, map)



Pre + Post Conditions
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P(key, map)

Q(key, map)



Shrinking

2022-09-14 Caroline Lemieux: CPSC 539L 31



Shrinking
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“arbitrarylongstring”



Shrinking
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“arbitrarylongstring”

A map containing 1000s of 
elements, including

“arbitrarylongstring”
and

“arbitrarylongstring\u0000”



Shrinking
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“arbitrarylongstring”

A map containing 1000s of 
elements, including

“arbitrarylongstring”
and

“arbitrarylongstring\u0000”



Shrinking
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“arbitrarylongstring”

A map containing 1000s of 
elements, including

“arbitrarylongstring”
and

“arbitrarylongstring\u0000”

But why?

The input too long to look at manually



Shrinking
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shrink_T(input): produce a list of “shrinked” versions of input
- Call recursively on “smaller” values to shrink as much as possible



Shrinking

2022-09-14 Caroline Lemieux: CPSC 539L 37

shrink_T(input): produce a list of “shrinked” versions of input
- Call recursively on “smaller” values to shrink as much as possible

shrink_point((x,y)) à [(0,0), (0, y/2), (x/2, 0), (x/2, y/2), (0, y), (0,x)]



Shrinking
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shrink_T(input): produce a list of “shrinked” versions of input
- Call recursively on “smaller” values to shrink as much as possible

Later in class: we will read the paper on delta-debugging, one way 
to  “shrink” string-type inputs
- Coverage-guided fuzzing uses something like this to “shrink” inputs before mutation

shrink_point((x,y)) à [(0,0), (0, y/2), (x/2, 0), (x/2, y/2), (0, y), (0,x)]



Pros/Cons of Generator-Based Fuzzing?
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Input Generator Input P(Input) à Q(Input)



How to have less random inputs?
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Write a specification, generate inputs based on that specification
- Generator-based fuzzing
- Property-based testing
- Grammar-based fuzzing
- …

Start from existing inputs and alter them slightly
- mutational fuzzing



How to have less random inputs?
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Write a specification, generate inputs based on that specification
- Generator-based fuzzing
- Property-based testing
- Grammar-based fuzzing
- …

Start from existing inputs and alter them slightly
- mutational fuzzing



Mutational Fuzzing
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<bar>f</bar>
$ xmllint



Mutational Fuzzing

9/14/22 Caroline Lemieux --- Expanding the Reach of Fuzzing 43

<bar>f</bar>
$ xmllint

<baar>f</bar>
mutate

(duplicate)



Mutational Fuzzing
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<bar>f</bar>
$ xmllint

<bar>a</bar>
mutate

(overwrite)



Mutational Fuzzing
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<bar>f</bar>
$ xmllint

<bar/bar>
mutate
(delete)



Mutational Fuzzing
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<bar>f</bar>
$ xmllint

<bar>qf</bar>
mutate
(insert)



Examples of Mutational Fuzzers
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zzuf
Maintained 2006-2016

radamsa
Maintained 2007-now?



Example

2022-09-14 Caroline Lemieux: CPSC 539L 48



Example
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Example
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Use this random seed 
when mutating 



Example
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Use this random seed 
when mutating 

Generate 4 inputs



Example
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Generate 4 inputs



Example
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Generate 4 inputs



Example
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Generate 4 inputs



Example
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Generate 4 inputs



Example
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Generate 4 inputs



Example
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Generate 10000 inputs



Example

2022-09-14 Caroline Lemieux: CPSC 539L 58

Fuzz



Pros/Cons of Mutational Fuzzers?
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<bar>f</bar>
$ xmllint

<baar>f</bar>
mutate

(duplicate)



Schedule for Today

• Improving upon pure random fuzzing
• Coverage-guided fuzzing
• a.k.a. greybox fuzzing, a.k.a. coverage-based greybox fuzzing

• Relation to Evolutionary Algorithms
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Is there a seminal paper of coverage-guided 
fuzz testing?
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Coverage-Guided Fuzzing: Recall



Coverage
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def foo(x, y):
z = 2 * x 
if z > y: 

z = y 
return z + y

Line coverage: which lines are executed?



Coverage
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def foo(x, y):
z = 2 * x
if z > y:

z = y
return z + y

Line coverage: which lines are executed?

foo(3,2)



Coverage
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def foo(x, y):
z = 2 * x
if z > y:

z = y
return z + y

Line coverage: which lines are executed?
Branch coverage: are both sides of an if() executed?

foo(3,7)



Coverage
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def foo(x, y):
z = 2 * x 
if z > y: 

z = y 
return z + y

z=2*x
if z > y:

z = y

return z + y 

T F

Edge coverage: coverage of edges in control-flow graph of a program



Coverage
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def foo(x, y):
z = 2 * x 
if z > y: 

z = y 
return z + y

z=2*x
if z > y:

z = y

return z + y 

T F

Edge coverage: coverage of edges in control-flow graph of a program

Basic block



Coverage
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def foo(x, y):
z = 2 * x 
if z > y: 

z = y 
return z + y

z=2*x
if z > y:

z = y

return z + y 

T F

Caller 
of foo()

Edge coverage: coverage of edges in control-flow graph of a program



Coverage
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def foo(x, y):
z = 2 * x 
if z > y: 

z = y 
return z + y

Edge coverage: coverage of edges in control-flow graph of a program

z=2*x
if z > y:

z = y

return z + y 

T F

Caller 
of foo()
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Input mutate execute
InputInputInputInputn’

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

pickInitial
InputInputInputInput

save

Coverage-Guided Fuzzing
AFL, libFuzzer, honggfuzz
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Input mutate execute

9/14/22

InputInputInputInputn’

Coverage-Guided Fuzzing

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

pick

save

AFL, libFuzzer, honggfuzz

Initial
InputInputInput

<a>b</a>
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execute

9/14/22

Coverage-Guided Fuzzing

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

save

Initial
InputInputInput

<a>b</a> <a>b</a>
mutate

InputInputInput
<aa>b</a>

pick

AFL, libFuzzer, honggfuzz



Coverage-Guided Fuzzing

Input2’Inputn’
Interesting Feedback?

save

Initial
InputInputInput

<a>b</a> <a>b</a>
mutate

InputInputInputpick execute

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 

Feedback

<aa>b</a>
$ xmllint
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AFL, libFuzzer, honggfuzz



Coverage-Guided Fuzzing

Input2’Inputn’
Interesting Feedback?

save

Initial
InputInputInput

<a>b</a> <a>b</a>
mutate

InputInputInputpick execute

Bracjes
CpveredBracjes

CpveredBracjes
CpveredEdges 

Covered

<aa>b</a>
$ xmllint

tags_match(input)

tag == “a”

tag == “b”

...

...
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T

T

F

F

AFL, libFuzzer, honggfuzz



Coverage-Guided Fuzzing

Input2’Inputn’
Interesting Feedback?

save

Initial
InputInputInput

<a>b</a> <a>b</a>
mutate

InputInputInputpick execute

Bracjes
CpveredBracjes

CpveredBracjes
Cpvered

<aa>b</a>
$ xmllint

tags_match(input)

tag == “a”

tag == “b”

...

...
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T

T

F

Ftags_match(input) F
is_recoverable(err) T

...

AFL, libFuzzer, honggfuzz



Coverage-Guided Fuzzing

<aa>b</a>
<aa>b</a>

New Edge Covered?

save

Initial
InputInputInput

<a>b</a> <a>b</a>
mutate

InputInputInputpick execute

Bracjes
CpveredBracjes

CpveredBracjes
Cpvered

<aa>b</a>
$ xmllint

tags_match(input)

tag == “a”

tag == “b”

...

...

75Caroline Lemieux --- Expanding the Reach of Fuzzing9/14/22

T

T

F

Ftags_match(input) F
is_recoverable(err) T

...

AFL, libFuzzer, honggfuzz



<aa>b</a>
<aa>b</a>

Coverage-Guided Fuzzing

<aa>b</a>
<aa>b</a>

New Edge Covered?

save

Initial
InputInputInput

<a>b</a> <a>b</a>
mutate

InputInputInputpick execute

Bracjes
CpveredBracjes

CpveredBracjes
Cpvered

<aa>b</a>
$ xmllint

tags_match(input)

tag == “a”

tag == “b”

...

...
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T

T

F

Ftags_match(input) F
is_recoverable(err) T

...

AFL, libFuzzer, honggfuzz
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Input mutate execute
InputInputInputInputn’

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

pickInitial
InputInputInputInput

save

Coverage-Guided Fuzzing
Relation to Assignment
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Input mutate execute
InputInputInputInputn’

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

pickInitial
InputInputInputInput

save

Coverage-Guided Fuzzing
Relation to Assignment

fuzz_prob
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Input mutate execute
InputInputInputInputn’

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

pickInitial
InputInputInputInput

save

Coverage-Guided Fuzzing
Relation to Assignment

num_mutants + mutate_input



“Pulling JPEGs out of Thin Air”
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https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html

https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html


“Pulling JPEGs out of Thin Air”
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https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html

Input: “hello”

https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html


“Pulling JPEGs out of Thin Air”
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https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html

Input: “hello”

Input: “0xffello”

Many mutations later

https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html


“Pulling JPEGs out of Thin Air”
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https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html

Input: “hello”

Input: “0xffello”

Many mutations later

Covers new edge 

https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html


“Pulling JPEGs out of Thin Air”
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https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html

Input: “0xffello”

Many mutations later

Input: “0xff0xd8llo”

https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html


“Pulling JPEGs out of Thin Air”
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https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html

Input: “0xffello”

Many mutations later

Input: “0xff0xd8llo” Covers new edge 

https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html


“Pulling JPEGs out of Thin Air”
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https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html

Input: “0xff0xd8llo”

6 hours of mutations + saving later…

Input: a blank JPEG 3 pixels wide, 786 pixels tall

https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html


“Pulling JPEGs out of Thin Air”
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https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html

https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html
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Input mutate execute
InputInputInputInputn’

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

pickInitial
InputInputInputInput

save

Pros/Cons of Coverage-Guided Fuzzing



Schedule for Today

• Improving upon pure random fuzzing
• Coverage-guided fuzzing
• a.k.a. greybox fuzzing, a.k.a. coverage-based greybox fuzzing

• Relation to Evolutionary Algorithms
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Coverage-guided Fuzzing vs. Evolutionary 
Algorithms
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Input mutate execute
InputInputInputInputn’

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

pick
InputInputInputInput

save

Circa 2014 Circa 2011:
Phil McMinn.“Search-Based Software Testing: 

Past, Present and Future”



Coverage-guided Fuzzing vs. Evolutionary 
Algorithms
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Input mutate execute
InputInputInputInputn’

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

pick
InputInputInputInput

save

Circa 2014 Circa 2011:
Phil McMinn.“Search-Based Software Testing: 

Past, Present and Future”



Coverage-guided Fuzzing vs. Evolutionary 
Algorithms
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Input mutate execute
InputInputInputInputn’

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

pick
InputInputInputInput

save

Circa 2014 Circa 2011:
Phil McMinn.“Search-Based Software Testing: 

Past, Present and Future”



Coverage-guided Fuzzing vs. Evolutionary 
Algorithms
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Input mutate execute
InputInputInputInputn’

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

pick
InputInputInputInput

save

Circa 2014 Circa 2011:
Phil McMinn.“Search-Based Software Testing: 

Past, Present and Future”



Coverage-guided Fuzzing vs. Evolutionary 
Algorithms
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Input mutate execute
InputInputInputInputn’

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

pick
InputInputInputInput

save

Circa 2014 Circa 2011:
Phil McMinn.“Search-Based Software Testing: 

Past, Present and Future”



Coverage-guided Fuzzing vs. Evolutionary 
Algorithms
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Input mutate execute
InputInputInputInputn’

Execution 
FeedbackExecution 

FeedbackExecution 
FeedbackExecution 
Feedbackn

Input2’Inputn’
Interesting Feedback?

pick
InputInputInputInput

save

Circa 2014 Circa 2011:
Phil McMinn.“Search-Based Software Testing: 

Past, Present and Future”



Evolutionary Algorithms

• In traditional genetic algorithms, fitness is a number
• Higher fitness == better
• Fitness of an input does not change over time
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We will study in this class one use of evolutionary algorithms for test suite generation



Coverage-Guided Fuzzing

• Choose inputs to save if they increase coverage
• New coverage == better
• An input is not interesting if it is re-discovered
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No constantly increasing fitness… more akin to “novelty search”



Novelty Search
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Novelty Search
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Abstract
Novelty Search is an exploration algorithm driven by the novelty 

of a behavior. The same individual evaluated at different 
generations has different fitness values. […] We assert that 
Novelty Search asymptotically behaves like a uniform random 

search process in the behavior space. […]



Novelty Search
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Abstract
Novelty Search is an exploration algorithm driven by the novelty 

of a behavior. The same individual evaluated at different 
generations has different fitness values. […] We assert that 
Novelty Search asymptotically behaves like a uniform random 

search process in the behavior space. […]

(does this also hold for coverage-guided fuzzing? unknown)


